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(a) Industry Average: "about 15 - 50 errors per 1000 lines of
delivered code.
Steve McConnell, from the “Code Complete” book.



GOOGLE - SINCE 2010 "IOM USD
VERIZON MEDIA - SINCE 2014 6M USD
UBER - SINCE 2014 »2M USD
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BuG BOUNTY REIGI




. SOBRESEEN PROVISIONALMENTE LA DENUNCIA CONTRA FGV

Justicia denuncia al informatico que destapd Fl juez cita como investigado al denunciante del
el fallo de Lexnet

e agujero de seguridad en la ‘app’ de Metrovalencia
(in] o] ==

Estefania Pastor

June 2018 -

Amending Directive 2013/40/EU on attacks against information systems (the
EU cybercrime Directive) Lo support CVD.
Protection of security researcher: y ity and responsibilities
of security researchers should be fully clarified to enable them to
continue their work without fear of prosecution.”
Incentives for security carchers. Appropriate policies should be adopted
with the aim of encouraging ‘white-hat hackers’ to actively participate in
coordinated vulnerability disclosure programmes.
Directive on security of network information systems (NIS). In transposing
the NIS Directive, particularly its Article 14, member states may explicitly
consider including CVD as one of the technical and organisational
measures.
General Data Protection Regulation (GDPR). According to the GDPR,
software owners and tech firms become data controllers when they
exercise overall control over the purpose for which, and the manner in
which personal data are processed. Assuming that irresponsible handling
of vulnerabilities could lead to personal data breaches falling within the
scope of GDPR, CVD should be viewed as one of the necessary tools to
mitigate the relevant risks.
Cybersecurily Act Amendments. Stale that ENISA can contribute lo the
harmonised development of CVD in the EU by having its mandate amended.
A provision in Article 47 (1) of the Cybersecurity Act provides the possibility
to introduce CVD in a European Cybersecurity tification Scheme, which
S'T‘:: S in fact may encourage CVD as a standard practice.
Software vulnerabilities in durable goods such as cars and medical devices
Amending national legislation to support CVD
Framework Programmes for Research and Innovation (focus on EU
research funding)
GDDP characteristics recommended to adopt (GDDP is the EU version of
The United States’ Vulnerabilities Equities Process) and survey of member
. A D poficr for & st ez B b E s i el R e states’ GDDP is also suggested.

I cvD poticy established, but partial pro E aarchar

B o activity

for 2018, &)
2018

M cVD policy established, full protection of the researcher

Source: CEPS’ own elaboration.



CVD/VDP/RDP

COORDINATED VULNERABILITY DisCcLOSURE (PoLicy)

VULNERABILITY DISCLOSURE POLICY
RESPONSIBLE DISCLOSURE PoOLICY

e (CSON LO MISMO?
o ISO 29147




INTRODUCCION: SE DA EL MENSAJE A CLIENTES, SOCIOS Y HACKERS,
SOBRE EL POR QUE DE LA POLITICA Y LA IMPORTANCIA DE LOS DATOS.

PROTECCION: DEBE ESPECIFICARSE LA PROTECCION A LOS MACKERS SI
SE SIGUEN LAS REGLAS DE LA POLITICA.

SCOPE: HAY QUE EXPLICAR A LOS HACKERS QUE ENTENDEMOS POR
VULNERABILIDAD, QUE ACTIVOS, PRODUCTOS Y/O SERVICIOS FORMAN SON
SUJETOS A SUFRIR UNA INVESTIGACION POR SU PARTE Y CUALES NO...

CANAL DE COMUNICACION: EN ESTA PARTE HAY QUE DEFINIR UN
CANAL SEGURO PARA REPORTAR AL EQUIPO O SOFTWARE RESPONSABLE
LOS DESCUBRIMIENTOS.




.buqcrowd YES WE H/CK

c | epicbounties

@ zerocopter



Mg, govern .cat

El Govern  Cohesi6 social Plade Govern  Premsa

@ / Enfortiment democratic amb el Departa...

L'Agéncia de Ciberseguretat de Catalunya, en col-laboracié amb el
Departament de la Vicepresidéncia, endega una prova pionera per
detectar vulnerabilitats a l'Administracié Publica

Durant 2 setmanes i amb la participaci6 exclusiva d’un conjunt de reputats experts en
ciberseguretat, s’han identificat 5 bugsen els actius inclosos en I'abast de la prova pilot
El Catalonia-CERT de ’Agéncia de Ciberseguretat ha supervisat el desenvolupament programa pilot

amb la validacié de les vulnerabilitats identificades i la gestié de la seva corresponent solucié

La Generalitat utilitzara programes bug bounty per aconseguir uns sistemes d’informacié més

segurs, promoure la participacid i aproximar ’Administracié Publica a la ciutadania
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REALIDAD DE LAS EMPRESAS

o ¢S-SDLC?

o cCACTIVOS?

o CACTUALIZAR?




REALIDAD EN EL MUNDO DEL BUuG BOUNTY

e SE INTEGRA EN JIRA, JENKINS...
e EL RECON ES UN ARTE EN SI MISMO

e LO DESACTUALIZADO ES SIEMPRE UN MEJOR
OBJETIVO
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BUGBOUNTOKAS DESTACADOS
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BuG BouNTy ES

Bug Bounty ES 1394 members

Antonio Fernandes
Normas: * ISO 29147 * Se habla en Espafiol/Castellano como prefiera cada uno denominarlo. * No se habl...

v

Jaime Restrepo
Dokkillo
Por fin!!! 11 meses después me han cerrado un rce que detec... . seebug.org/vuldb/ssvid-98060 -> Webmin https://www.seebug.org/vuldb/ssvid-08062 -> Puls

Bug Bounty Gourmet 13 members

Que bien, yo pensé que el que me pagaron hoy de 3 meses era 2

mucho &2 a’ 0xdom7
pues despues de tirar 03294810293 payloads, la solucion era mas

Darko simple de lo que me pennsaba

Entonces me tocard esperar bastante para cobrar un RCE... :am-f
uenisima

Antonio Fernandes @ 0xdom?7

cuando este resuelto, os paso como lo hize , entended que
Eso temo companero :D pase el host

Samu

Crack







