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Cyberthreats 
Are we really prepared? 



Something has changed… a lot. 
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Rise of the Cyber Attacks 

http://hackmageddon.com/ 
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Organized cybercrime 
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Whistleblowers 
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Cyberintelligence or espionage? 
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Financial crisis 
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Outsourcing 
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The cloud 

Barcelona, 3 March 2015 



Corporate & Personal 
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Data breaches 
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Data breaches 

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 
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Data breaches 
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Vulnerabilites 
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Vulnerabilities 

http://www.cvedetails.com/ 
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Mega-vulnerabilities 
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Mega-vulnerabilities 
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Mega-vulnerabilities 

http://www.incapsula.com/blog/2014-mega-vulnerabilities.html 

Barcelona, 3 March 2015 

http://www.incapsula.com/blog/2014-mega-vulnerabilities.html
http://www.incapsula.com/blog/2014-mega-vulnerabilities.html
http://www.incapsula.com/blog/2014-mega-vulnerabilities.html
http://www.incapsula.com/blog/2014-mega-vulnerabilities.html
http://www.incapsula.com/blog/2014-mega-vulnerabilities.html


Malware 
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Advanced Persistent Threats 
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Advanced Persistent Threats 

https://apt.securelist.com/ 
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Trojan horses 
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All together 
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Denial of Service 
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Hacktivism & Cyberwar 

http://map.ipviking.com/ 
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And… ransomware! 
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And now? 
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Criminal mindset 
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Weakest link 
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PCs are compromised 
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Smartphones are compromised 
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Apps are compromised 
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http://www.tech-files.com/wp-content/uploads/2014/07/Android-hacked.jpg


Protect everything 
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Security in depth 
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Monitor everything 
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Know yourself… 
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… and know your enemy 
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Forensics readiness 
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Event correlation 
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Big data and prediction 
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Cybersecurity Readiness 

Barcelona, 3 March 2015 



Barcelona, 3 March 2015 


