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INTRODUCCIO ALS SISTEMES ICS

Processos industrials

* Energia

* Sector public

* Transport

* Telecomunicacions
e Fabricacio

e Salut
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DEFINICIO DE SCI/ICS

Industrial Control Systems (ICS) are
command and control network
and systems designed to support
industrial processes”

[1] ENISA “Protecting Industrial Control Systems. Recommendations for Europe and Member States” (2011)
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COMPONENTS DE SCI/ICS

* |ED — Intelligent Electronic Device

e RTU — Remote Terminal Units

e PLC — Programmable Logic Controllers
* DCS — Distributed Control Systems

e HMI — Human-Machine Interfaces

e SCADA - Supervisory Control and Data Acquisition
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QUE ES UN SISTEMA SCADA?
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INDUSTRIA 4.0
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— Interoperabilitat

—  Virtualitzacio
.. . —  Descentralitzacio
Principis de |la Industria 4.0: ———
—  Resposta en temps real
Orientacio al servei

Modularitat
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SEGURETAT EN ENTORNS ICS

Debilitats:

K Protocols de comunicacio febles \

— Manca d’autenticacio en molts casos

* Contrassenyes debils
— Contrassenyes per defecte
— Gestio de contrassenyes insegura

* Baix QoS
e Servidors connectats a Internet sense proteccio
e Dificultat o inexistencia d’actualitzacions

“Si una cosa funciona, no la toquis”
— Us extensiu -encara- de Windows XP
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SEGURETAT EN ENTORNS ICS

El ICS-CERT va rebre 245 incidents el 2014 2

Communications 14, 6%
Commerical Facilities 7, 3%
Chemical 4, 2%

Unknown 6, 2%
Water 14, 6%

Transportation 12, 5%

Nuclear 6, 2%

Information Technology 5, 2% Critical
Manufacturing
Healthcare 15, 6% 65, 27%

Government Facilities 13, 5%

Finance 3, 1%
Food and Ag 2, 1%

[2] ICS-CERT Monitor, September 2014 - February 2015, NCCIC
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SEGURETAT EN ENTORNS ICS

Open Sourced Vulnerability Database (http://www.osvdb.org)

b

&« C' [ www.osvdb.org

Search OSVDB Vendors roject Info Help OSVDE! Sponsors Account

Open Sourced Vulnerability Database

OSVDB's goal is to provide accurate, detailed, current, and unbiased technical security information.
The project currently covers 120,980 vulnerabilities, spanning 198,973 products from 4,735 researchers, over 113 years.

Vulnerabilities in OSVDB disclosed by type by quarter
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SEGURETAT EN ENTORNS ICS

Projecte SHINE: va identificar més d’'un milié de sistemes SCADA / ICS
connectats a Internet amb IPs Uniques, amb un creixement d’entre 2.000 |
8.000 dispositius al dia.
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IT vs. OT (DIFERENCIES)

\
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Area de produccié,
manteniment de maquinaria
industrial.

Prioritza que no s’aturin els
processos industrials.

Molts més dispositius que
usuaris, i distribuits en arees
extenses.

Vida util dels equipaments
industrials: entre 10 20
anys, o més.

Centrat en “safety”
(proteccidé del medi ambient,
persones i infraestructures)

J

\_

Area d’empresa,
configuracio de xarxes,
equips d’oficina i software
de gestid de dades.
Prioritza la seguretat de les
dades.

Numero d’actius similar al
d’usuaris i en entorns
controlats.

Vida atil dels equips
informatics: de 3 a 5 anys.
Centrat en “security”
(proteccié de la informacio)

J
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CONVERGENCIA IT/OT

«The purpose of enterprise security is to protect the data residing in the
servers from attack. The purpose of ICS security is to protect the ability of
the facility to safely and securely operate, regardless of what may befall

the rest of the network» 1*!

[3] Weiss, Joe; “Assuring Industrial Control Systems (ICS) Cyber Security”
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CONVERGENCIA IT/OT

ISA95: Enterprise — Control System Integration

|5) Setting the Standard for Automation= . . . . o Y™ JoinlSA m

TRAINING & STANDARDS & CONFERENCES PROFESSIONAL
‘ MEMBERSHIP CERTIFICATIONS | PUBLICATIONS & EVENTS REDIRUES DEVELOPMENT
Home : Slandards and Publicalions : ISA Standards » ISA95, Enterprise-Control System Share This Page ? A A A
Integration

Ask a Question About -

ISA95, Enterprise-Control 5A Standards
SVStem I ntegration Automation Standards + LA LALEDDAS

Compliance Institute

See all ISA 95 Standards Browse I5A Collection of  +
standards Recent ISA News

Bedrock Automation joins ISA
scope Get Involved + Security Compliance Institute to
support the 1ISASecure® Cyber

" Mu\ll—pe_m eﬁu_rt o N ) IEC 62443 co"m"n"y + Security Conformance Scheme
= Define in detail an absfract model of the enterprise, including manufacturing control Assessment
functions and business functions, and ils information exchange. Upcoming 2015 1SA
= Establish common terminology for the descripfion and understanding of enterprise, 154 Standards + Water/Wastewater Symposium, to
including manufacturing control functions and business process functions, and its Committee Tools and be held 4-6 August, gathering
information exchange. s steam
» Define elecironic information exchange between the manufacturing control functions and Guidelines
other enterprise functions including data models and exchange definitions. 3 1SA introduces new, enhanced suite
Joina Standards + of integrated industrial
Pu rnose Committee cybersecurity courses and
p certificate programs addressing the
To create a standard that will define the inferface between confrol functions and other Multi-User Licenses + IACS lifecycle
enterprise functions based upon the Purdue Reference Model for CIM (hierarchical form) as
published by ISA. The interface initially considered is the interface between levels 3 and 4 of Propose a New + ISA announces 2015 Fellows and
that model. Additional interfaces will be considered, as appropriate. The goal is to reduce the Standard Celebrating Excellence Award
risk, cost, and errors associated with implementing these interfaces. The standard must define honorees
information exchange that is robust, safe, and cost effective. The exchange mechanism must ) _ y .
preserve the integrity of each system's information and span of control Early bird registration deadline for
2015 I1SA Water/Wastewater and
. ) . . Automatic Controls Sympaosium
For information on current ISAS5 standards, select the "See all ISA35 Standards” link extended to 1 July 2015
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CONCLUSIONS

Reptes de futur en la integracié IT/OT:

* Objectius comuns i entorns de treball col-laboratiu.

* Conscienciacio6 en la (ciber)seguretat dels sistemes ICS.
e Aproximacio en els dos sentits.

* Demanda de professionals amb perfils mixtes.

e Gestid d’equips multidisciplinars.
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