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What is TISAX®?

Basic introduction.
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Trusted Information Security Assessment Exchange

* TISAX is an assessment and exchange mechanism for information security in the automotive industry. The
TISAX label confirms that a company’s information security management system complies with defined
security levels and allows sharing of assessment results across a designated platform.

* The Original Equipment Manufacturer (OEM) collaborates with multiple companies across the value chain
for the design, manufacturing, and distribution of their vehicles. To facilitate collaboration, the
OEM frequently shares confidential information, such as a prototype design, with the suppliers. If
valuable data is not effectively protected, the exchanges along the supply chain may cause losses,
manipulations or even theft of trade secrets.

*» The TISAX scheme is based on the international standard 1SO 27001

* The TISAX scheme was launched in 2017 and is managed by the ENX. (enx.com)
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Brief introduction to TISAX: main goals




TISAX® requirements (IS, 45 controls)

@

&

Information security managemenl Incident management
i 10} I i T
i il
| I e
HE Access conlrols
TRy
|
Praies
Fhysical security Third-party management
T FURET TIO roc et I Oy
1= e weELui) 1% i
Business contmurhy Legal and Data protection
T FCrTE e I FTIRCTY T I e I

DY



TISAX® requirements (IS, 45 controls)
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TISAX® requirements (PP, 22 controls)
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TISAX® requirements (DP, 12 controls)

Data Protection




Main differentiation between TISAX and ISO27001.
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Main differentiation between TISAX and ISO27001.

Industry-specific Assessment and scope of the infermation Emphasis on
requirements certification assessment sharing supply chain
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But the ISO/IEC 27001 implemented in the organization is a perfect starting point in the TISAX certification process.
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s it difficult to implement TISAX if | have |ISO270017?

If your organization already has an 150 27001-certified Information Security Management System (ISMS), you are in a
good position to implement TISAX.

@E * TISAX builds on 150 27001 and includes additional industry-specific requirements that are
specific to the automotive industry.

‘g‘ * To ensure a successful TISAX certification, it's important to fully understand the TISAX
=t E\ requirements and how they differ from 150 27001.

* Working with an experienced TISAX consultant can also help ensure a smooth and successful
1 TISAX certification process.
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5 reasons why company should get TISAX®

1 INDUSTRY STANDARDS 2 IMPROVED REPUTATION 3 COMPETITIVE ADVANTAGE
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Documents

essentials for implementation, training and audits
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Minimum documents/material;: enx.com
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TISAX certification process

label lifecycle |
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Overview TISAX process




Overview TISAX process
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Assessment objectives
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Assessment objectives

— - = - -

1 B P e e aw
ik B o b e i o g

Fa wini e e e i i 1 r T it peieerdi ban mlrreeii i Li L L T
e e e B e A g 0 amd el T et e . i B e il e fapei I Be e S
e o el e T TR o= vearby el o i T ¥l e A g 1 G T e g r I}
Bl e ] "ok e (L] 1
[ —— iy . r . ——
- == - i
r i sy 3 r
- - g
e -
Vi p - = ¥
3 o i : -
lia L &
e -
1 =
e = v v
I S e of et e ewedy i
Fo gl gy nan o ity @ T i udB§ T P PR a L . A ] [ B e ] J
B T e r— —_ i - = . ' . Doy e T T >
. N P T B @ L= B n e v 1 Fidi Fii
Frpumr e = Lt § - -
] 1 ot i wr Hdi 1
e 1 i = o= = m %
[ - ¥ e L Rl
EoE =
5 e
L mamy ' "
- i rril I
[ T pe— ] " Frf gy rm e — [ [ Sp— e - wr gy whE—— Him § — - g 1 Ha T 1
BT T e - T [ a1 e T S el A T -5 = e .- J "
g iy L TP - r N I W T i e ' — 1
- - ] L
- e W - -
- v =
1 1
- - r = _
For g gl [t e S S P e FR o] o oy B iy g E e et g e n Phm e e — - = e gy gy e n e s
R T " ) = - " = E n iy . i . .
e B Tl W i L DT T ey e i T e R F T W
e L " [ " ] = T p—
- - ¥ ¥ . - i tir TR
5 ¥ ]
- '] .= - TRR] 8 - i —— T x,
T o g ol e s Sy [ rimal gl e e 1 - . [ S ] e [ i - - T =g b Hendl T biatr
e T ¢ T = = rrad rinf o i s ¥ i |
P | . s o §o——— - o e e B it Tl R e
FERT. T TR = g S [ R T a1 ST R e i R s 1 o g a s EEY 1 R £l ETTELL FrrmTin Fraetxitin La=rrril L
e ey p— [ T o ] T L T TR - i ] P on g i i [ry— — —— |
1 G D | L = I
| i o T i Bl ey Crairsl FrFpess By i llu_-ﬂ.'-rqﬁlaiw B Wi bl ¥ - - - - 2 -
— oy — crozz == ir| ] =i ] - F
. -
e (] i Iw L ]
I Daila 7 L L = I '
4 | i i i I o | i

il W W




AL: Assessment Levels
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Assessment Levels

Self-assessment

Evidences

Interviews

On-site audit

Assessment-Level 1
(AL 1)

Assessment-Level 2
(AL 2)

@

Plausibility check
Remote

if desired by auditee

Assessment-Level 3
(AL 3)

&

Deep dive

On site

&
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TISAX® audit

standardized process
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DNV Audit Overview

Kick Off Meeting Document Review Audit Reporting
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Initial TISAX Assessment (AL2/AL3)

| |

Mo Findings Minor Findings Major Findings

1

¥
Corrective Action Plan Assessment (CAPA)

I
Labels Temporary Labels

Follow Up Assessment (FU)

| !

No Findings Minor Findings

Assessment Results (36 month) No labels
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VDA questionnaire

what to fill in? what to check?
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Further recommendations: Handling the VDA catalogue

Fill in your relevant information according to
the screenshot

Maturity level:
Enter your maturity level here

{the target is always "3")

Implementation description:

It is essential to have a full description of your
implementation. Enter your description in full
sentences

Reference Documentation:

As part of the corresponding control, please
enter the full file names of your evidences

gl Jan denrplas
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Further recommendations: Handling the VDA catalogue

; S Additinnal 1egulremends
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“C” apply for confidentiality labels

Additional requirements
the same logic as the availability for high protection needs

labels and cover a subset of the + Relevant dlrf]-uirnl potential crisis scenanos are identified. The following aspect
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“C” apply for confidentiality labels

The new confidentiality labels follow
the same logic as the availability
labels and cover a subset of the
requirements of the old “Info” labels

As the "Info” and availability labels,
the confidentiality labels do refer to
the “Information Security” tab of ISA
and include all baseline requirements
("must” and "should™)

Since the tag does not contain a C
these requirements are not applicable
for confidentiality. This means, If you
only select "Confidential” TISAX
Assessment Objective, the auditor will
not document any non-conformities
regarding tiose requiremants.

¢ Relevant different potential crisis scenanos are identified. The following aspe
are ,,.urnlclz.':r.dm

- Crisis situations w:1ﬁ‘m‘w\r}:;ljl;? of key personnel (e.g. Health crisis,

Kidnapping / accidents affecti rganization leadership)

Crisis situations with unavailabie Wmml resources [e g fire or natural
disasters at specific sites)

- Crisis situations with outage of key infrastruct TEggEd 'Dnl"r"
communication channels, complete outage of IT f . T
or availability

dditional requirements
for hil:h protection needs

cuss rights are approved by the responsible internal Information Officer

— '

Tagged for

if, 1. M

availability, integrity
and confidentiality
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Further recommendations: Handling the VDA catalogue

Ird@rmatican &curity A e s snsent UD#" .
Resuliy )
--_;' Tiahgrely rani Wkl 4 T B .. - "

S— — "Results" tab:

Here you can get your test result
based on your own data entry.

2.7
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g 3-¥ear period -

@ Exchange of results

TISAX®

Assessment Levels (AL) E]
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(*-’5} Exchange of resuits

@ Supply Chain Security Assessment Levels (AL) E]

= Digital labels
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Assessment objectives
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New upcoming schemes

| Vehicle CyberSecurity Audit (VCSA)
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New upcoming schemes

Vehicle CyberSecurity Audit (VCSA)
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