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Las empresas que han planificado la respuesta a incidentes de
seguridad cibernética %CSIRP) reaccionaran mas rapidamentey
de forma coordinada, facilitando la comunicacion, limitando el
alcance del ataque, acortando el tiempo de recuperacion y
asegurando que no haya recaidas.

Las organizaciones no pueden saber qué tipo de ciber-amenaza
encontraran, ni cuando tendra lugar. Por lo tanto, es vital
elaborar un plan de accién, o una hoja de ruta flexible y
adaptable, disefiada para usarla remotamente.

Aqui es donde entra en juego la planificacion de respuesta a
incidentes de seguridad cibernética.




“A breach is always an incident,
but not all incidents are breaches”.




Cybersecurity Breach Response Process

Cyber Security
Operaticons

1 - Detection Isolation Escalation

Cybersecurity
Team

3 - Containment Eradication Recovery

4 - Crisis Management

Technical Team

Blsiness
Management
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Strategic Response
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Incident Management and Business Protection [Business Continuity Plan)
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1- Detection

Detecticn Haodution Escalation

Security Operations
Center {S0C)

SOC Standard
Operating
Procedures

Block hdentity
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2 — Cybersecurity Assessment
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Cybersecurity Incident Coordination Center
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2b — Forensics




2b — Forensics

2b = Root Cause Analysis
(RCA)

(Find vector of attack)

Feedback to Technical &
Recovery Teams

r
&

Root Cause is fully
identified when these
Questions are answered

Forensics will also require
Lo answer these
questions




3 — Containment (Avoid spread or further damage)
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4 — Eradication (Comfort that infection has been removed)
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5 — Recovery
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